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NSPP;126 while Congress provides legislative authority127 to agency 
entities tasked with implementing such policies.128 Currently, the 
President,129 the Congress,130 the DoD,131 the Intelligence Commu-
nity,132 and the FAA133 all contribute to the development, imple-
mentation, monitoring, and/or application of NSEC and or NSPP 
for various national initiatives. However, these organizations and 
entities often work against—rather than with—each other when 
implementing policy because the focus and goals of each organiza-
tion and entity varies according to its mission.134 

Incidentally, policy divergence between policy actors has pro-
duced problems for both national security space135 and private 
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space initiatives,136 and in turn has caused adverse, long-term ef-
fects on national security, the U.S. economy, civil and commercial 
space policy initiatives—as seen in the ITAR-governance of com-
mercial space technologies and in SpaceX v. U.S. 137 

a. ITAR 

Over the last twenty years, and especially since 9/11, there 
have been several policy divergent departure points between na-
tional security space and commercial space policy initiatives.138 
While U.S. space policy has outwardly promoted the use of private 
industry for U.S. space interests,139 not all actors have been open to 
such relationships.140 In fact, there seems at times to be an inherent 
tension between commercial and national security space inter-
ests.141 

Since enactment of the Commercial Space Launch Act, na-
tional space policy142 has encouraged competition and innovation in 
the space industry by encouraging national security space procure-
ment through private industry.143 However, not all government pol-
icy, nor government actors, have encouraged such competition or 
open use.144 This is especially true when considering government 
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tasked national security objectives.145 For instance, after being con-
fronted with various foreign, dual-use-technology security 
breaches,146 military and civilian security agencies argued for 
greater regulations of space technology in order to promote and pro-
tect national security interests.147 To combat the potential misap-
propriation and use of U.S. defense and intelligence information by 
foreign actors against U.S. interests, Congress called for the appli-
cation of the International Traffic in Arms Regulations (ITAR) ex-
port regulations to dual-use space technologies.148 These export reg-
ulations placed space technologies on the United States Munitions 
List (USML)—under the jurisdiction of the Department of State—
prohibiting the exportation of such technologies,149 thereby severely 
limiting the types of technology and services the commercial space 
industry could export and the type of space actors that could be used 
in the commercial space industry.150 151 

Not only did ITAR restrict the export of dual-use space tech-
nologies that affected national security interests, but it also “placed 
all space-related equipment and hardware on the USML, bringing 
space technology exclusively under the auspices of the ITAR . . . .” 
152 Incidentally, this Congressional reactionaryanism prompted an 
“overly broad implementation of . . . ITAR . . . [and caused] . . . sub-
stantial damage to the nation’s economy”153 by disregarding com-
mercial space policy interests, thus countermanding Congression-
ally sanctioned commercial space policy intended to facilitate 
growth in the private sector.154 

                                                                                                                       
 145  Id.; see also Levine, supra note 140. 
 146  David Damast, Export Control Reform and the Space Industry, 42 GEO. J. INT’L 

L. 211 (2010). 
 147  Major Matthew D. Burris, Tilting at Windmills? The Counterposing Policy Inter-
ests Driving the U.S. Commercial Satellite Export Control Reform Debate, 66 A.F. L. REV. 
255, 262-63 (2010). 
 148  Levine, supra note 140. 
 149  Id. 
 150  Id. 
 151  Id. 
 152  Mike N. Gold, Thomas Jefferson, We Have A Problem: The Unconstitutional Na-
ture of the U.S.’s Aerospace Export Control Regime As Supported by Bernstein v. U.S. 
Department of Justice, 57 CLEV. ST. L. REV. 629, 631 (2009). 
 153  Id. 
 154  Id. 



2017] U.S. SPACE POLICY AND SECURITY 225 

Though Congress managed to revise ITAR regulations in 
2013155 by “loosen[ing] export controls,”156 the damage had already 
been done to the U.S. commercial space industry, as companies and 
countries sought out ITAR free technologies from non-U.S. space-
faring nations, which caused the U.S. to lose upwards of a third of 
the space industry market share.157 

The administration of ITAR governance to commercial space 
endeavors ironically also harmed national security space efforts “by 
emasculating America’s domestic satellite manufacturing market, 
thereby sending billions of dollars and thousands of jobs overseas . 
. . [consequently] . . . encouraging, and in some instances forcing, 
other nations to develop native capabilities . . . [and thereby] . . . 
fueling proliferation.158 

If there had been a uniform space policy oversight commission 
that weighed national security needs with commercial space policy 
goals when applying “overly broad” ITAR guidance to commercial 
space endeavors—rather than leaving the issue to a reactionary 
Congress—then the U.S. may have balanced the needs of NSEC and 
NSPP and maintained a larger market share in the commercial 
space industry while bolstering its national security efforts. In-
stead, U.S. policy-makers made small view decisions that had long-
term effects upon both NSSP and CSP, and promulgated far-reach-
ing policy divergence between national security space policy needs 
and commercial space policy goals. 
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b. Space X v. U.S. 

Over-application of ITAR to commercial space ventures is just 
one area in which NSEC and NSPP have caused longstanding is-
sues between national security space and commercial space policy 
initiatives. Divergence has also occurred in instances where na-
tional actors have ignored national procurement procedures that 
encourage and/or require national actors to use and acquire com-
mercial space products and services for national security space ini-
tiatives through competitive bidding processes, and instead, such 
actors have provided non-competitive bid awards to single par-
ties.159 Such is the case with Space Expl. Techs. Corp. v. United 
States, 68 Fed. Cl. 1, 1-2 (2005). 

In Space Expl. Techs. Corp., national security policy diverged 
with national space policy when the DoD violated national procure-
ment policy initiatives when denying SpaceX the opportunity to 
compete for EELV launch awards, and in turn awarded non-com-
petitive, multi-billion dollar block bids to ULA for multi-year EELV 
launch opportunities.160 In its bid protest, SpaceX contended that 
the ULA award “concluded outside of public scrutiny, funnel[ed] 
hundreds of millions of . . . dollars to Russia’s military-industrial 
base . . . [and] . . . include[ed] monies that [could] flow to individuals 
on the U.S. sanctions list.”161 

In its response, the DoD justified the ULA award by stating 
“that ULA was the only “‘responsible source’” and “‘only launch pro-
vider’” that could meet [Air Force] requirements from Fiscal Year 
2012 until Fiscal Year 2017 . . . [‘based on the information received 
in’ the Air Force’s 2011 EELV Request for Information].”162 It fur-
ther contended that SpaceX had the opportunity to contest this de-
termination, but failed to do so in a timely manner, thus depriving 
SpaceX of any right to contest the block-bid awards.163 
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The court sided with SpaceX, citing an Executive Order from 
March 2014 that prohibited U.S. government entities from paying 
for or trading in Russian space technologies, and ordered a prelim-
inary injunction of ULA’s sole-bid awards.164 As of January 2015, 
this matter settled behind closed-door, sealed mediation.165 

2. Divergence-Driving Need for a Permanent, Uniform Space 
Policy and Oversight Commission 

The policy divergence bolstered by Congress in the over appli-
cation of ITAR and by the DoD in Space Expl. Techs. Corp.v. United 
States shows—at the very least—the depth to which policy diver-
gence occurs between national security space policy and commercial 
space policy interests in the absence of a permanent, uniform space 
policy oversight commission, and illustrates the cost this policy di-
vergence has had upon both the United States and the commercial 
space industry.166 Interestingly, there have been pre and post-
09/11calls for a permanent, uniform space policy oversight commis-
sion to balance competing space interests.167 Most notably, in 2001, 
Donald Rumsfeld recommended the implementation of a uniform 
space commission that would coordinate inter-agency communica-
tion efforts.168 The Allard Commission of 2008 reiterated the need 
for a uniform space commission in light of the government’s failure 
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to follow through on the Rumsfeld recommendations.169 According 
to the Allard Commission, the “[lack of] an effective national-level 
leadership mechanism . . . [harms national space programs because 
it creates] . . . an inability to resolve interagency differences in set-
ting achievable requirements and resource priorities.”170 

Interestingly, both the Executive and Legislative Branches 
have ignored the economic and national security costs of NSPP and 
CSP divergence, despite the recommendations of noteworthy NSPP 
and CSP players.171 Consequently, unless Congress acts to ensure 
balance between NSPP and CSP, the U.S. will continue to expose 
itself to national security and economic risks, and will inevitably 
harm the future of the United States. 

V. CONCLUSION: MOVING FORWARD 

As access to space and space technology becomes more attain-
able and the United States becomes both more reliant on space 
technology, and more susceptible to foreign attacks, the United 
States must do what it can to balance its differing economic and 
security interests. 

Although these interests are not diametrically opposed, there 
will be a natural tension between policy interests when national 
security space and commercial space policies diverge because on 
some levels, each policy promotes a distinctly important mission. 
However, these competing goals could—and should—be balanced; 
neither goal should be denied nor oversimplified. The United States 
should maintain economic stability within its borders while main-
taining security at its borders. 

To balance policy priorities, and ensure various policy actors 
cooperate with existing and evolving NSSP and CSP, Congress 
should enact a permanent, uniform space policy oversight commis-
sion, staffed by advisement councils from the national security,172 
commercial space,173 and civil space174 arenas. As seen with Reagan 
space policy, and with the Rumsfeld Report and Allard Commission 
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suggestions, a uniform space policy oversight commission would 
benefit NSSP and CSP actors alike. It would provide a forum for 
various national security space and commercial space actors to pre-
sent their issues, concerns, and complaints, and it would provide 
much needed oversight and organization to space issues that touch 
many different agencies and issues. In a day when the U.S. exten-
sively relies upon space capabilities to protect itself from internal 
and external threat, and fights to maintain and stabilize its econ-
omy, a multi-resource space policy oversight commission (MR 
SPOC) would provide much-needed balance and consistency in 
NSSP and CSP matters. 
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STAKEOUT FROM SPACE: FOURTH 
AMENDMENT CONCERNS RESULTING 

FROM THE ONSET OF SATELLITE VIDEO 

Blake Knight 

I. INTRODUCTION 

In 2014 a company called Skybox Imaging released video of a 
Beijing airport taken from Earth orbit using its satellite, the Sky-
sat-1.1 The resolution of the video was such that viewers were able 
to identify the exact flight number of the flights recorded landing.2 
Just months prior, the same company released video of a slightly 
lower spatial resolution3 showing clips of the Earth’s surface.4 After 
amassing considerable investment revenue, and a name change 
and acquisition by Google5, Terra Bella (formerly Skybox Imaging) 
was announced to be acquired by the larger Planet Labs (now 
known simply as “Planet”6), another operator of remote sensing sat-
ellites.7 All the foregoing is to suggest that high definition video 
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from satellites in orbit of the earth is soon to be commercially avail-
able and the technology is being pursued with considerable mate-
rial investment. 

The privacy concerns of observing earth by satellite is a debate 
that has been discussed by scholars for decades,8 but video surveil-
lance by satellite is a capability that has existed within the realms 
of speculation regarding the government’s ability and Hollywood 
dramatization.9 Today’s environment for commercial remote sens-
ing services is distinctly different than the one envisioned by legal 
scholars decades ago.10 We stand near in time to an era in which 
law enforcement (or a private citizen, perhaps) could conceivably 
purchase video from satellites capable of tracking the movements 
of an individual person. Certainly this presents legal issues differ-
ent than those that may currently exist from the ability to view still 
images from satellite that are potentially years old- as is already 
possible with a service such as Google Maps.11 This article intends 
to address some distinct concerns related to the Fourth Amendment 
that potentially arise with the use of video from space by analyzing 
hypothetical space video surveillance scenarios in light of older and 
more recent Supreme Court cases. In addition, this Article attempts 
to address the question of whether or not the commercial ubiquity 
of satellite video changes the debate of what constitutes a “reason-
able expectation of privacy.” Finally, this Article will propose that 
the Congress of the United States preemptively nullify much of the 
concern by legislating privacy rights as it relates to space video in 
a manner similar to the regulation of other law enforcement tech-
nologies. 
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II. EXAMINING SPACE VIDEO SURVEILLANCE UNDER RELATED 
SUPREME COURT CASES 

a. Katz v. United States 

Katz v. United States12 is a 1967 Supreme Court case that ex-
panded the definition of a “search” under the Fourth Amendment 
of the Constitution. In the case, a man was speaking on the phone 
to convey illegal wagering information while inside a public, but 
closed, phone booth.13 The FBI placed a listening device on the ex-
terior of the phone booth and was able to listen in on the conversa-
tion.14 The defendant sought to argue that the phone booth was a 
constitutionally protected place and therefore, for the FBI to con-
duct the surveillance without a warrant was an unreasonable 
search. Arguably, then, the resulting recorded phone call should 
have been excluded from evidence under the exclusionary rule.15 
The FBI argued that because no physical intrusion had occurred, 
there could not have been a “search.”16 In writing the opinion of the 
Court, Justice Stewart claimed that both sides missed the mark in 
formulating the argument by focusing on the status of the phone 
booth,17 and that, instead, what is protected from searches by the 
Fourth Amendment is what the person “seeks to preserve as pri-
vate.”18 

From Katz we gather two important holdings: first, what may 
be searched depends somewhat on the subjective expectation of the 
person that the place or information will remain private, and sec-
ond, that physical intrusion is not necessary to constitute a search, 
that is a search is entirely possible by remote, technological means. 
In his concurrence in Katz, Justice Harlan proffers a test for deter-
mining when a person has a reasonable expectation of privacy.19 
The test first requires that the person exhibited an actual and sub-
jective expectation to withhold something as private, and secondly, 
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